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4 Main Reasons for Rampant raise of Cyber Crimes

Anybody can be Cyber Victim irrespective of their back grounds
like Age, Gender, Profession, Position, and Education & Income if
they are not aware of Cyber crimes..!! Awareness of on Cyber
Crimes pattern is only Solution as Criminals are else where

2. FEAR
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The Costliest Types

= e | Qi -
of Cyber Crime
Internet crimes connected to the greatest financial
Over 59% of Indian adults fell victimtocyber losses in 2021 {in million U.S. dollars) :
i Change fram
- crime over past 12 months: report ¢ 2028 i 1

] Business Email
Compromise” *28

investren | < ¢ +333

Confidence/ "
Romance Fraud 956 59

Perscnal Data Breach - a7 +166

Real Estate/Rental - 350 +64

Tech Suppart - 348 \ +137
I MNon-Payment/ - i
1 Non-Delivery 337 | lic I *27

Coronarus Vaccing Tracker

Corongvingg

Market Dushboard i a
Credit Card Fraud 173 [ +33
= XXXXX®
. S
ang Slary Corporate Data Breach . 152 +18
Government
P ity | Impersanation | JEE +30
i
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Bhot Source: FBI Internet Crime Report 20
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Fraudsters cheat Serum Institute of 1
crore by asking for money transfer in

Fake 13| Miscellaneous CEO's name
r- Q. = = Fraudsters cheated vaccine-maker Serum
‘]?r —— mlkiw STATE'S CYBER HEIIEOGRD Institute of India (SI1) of over 1 crore by sending
1; R bulying. biackmailing! YEAR 2018 2020 2021 messages on WhatsApp in the name of its CEO
| m Arrested | 2118 | L7359 | L735 | 2475 T Adar Poonawalla and asking for transfer of money,
BI5 950 L192 LI oy maberial, Chargesheeted | 1449 | 1470 | 1238 | 1914 Pune Paolice said. Believing that the messages
1262 | 1470 | L3z | Legy momhinglake Comvicted | 22| 2 1| &0 were sent by Adar, company officials transferred
Cyber Offences In State m"‘""“:;: Dscharged| 1| 5| 1] B the amount aﬂnd later realised that he had not sent
—1511—I 4967 [ 549 ] 5,562 fransd, cheaieg) I Acquitted | 64| 18| 48| S0 any such WhatsApp communication.

Chinese scam that cheated 5 lakh Indians of Rs 150 crore Q}ﬂercrime is a national ;L’Elll'iﬂ-' issue, Sda@ d
busted ' 5
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Actress among 40 victims
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of bank a/c fraud in 3 days

V. i Ip.com

Mumbai: In the last 72 hours
(March 1to3), at least 40 cus-
tomers of a single private
bank were duped of money
which may run into few
lakhs after they clicked on a
fraudulent link. One out of
the 50 victims was actress
Malavika aka Shweta
Menon (43) from Khar
(W). The message re-
ad, ‘Dear customer
vour Bank ACCOUNT
has Been Blocked To-
day Please Update yo-
ur PAN CARD, https://
rh.gy/x5tvws, Takingserio-
usnote, 40 FIRs were registe-
red across city police sta-
tions and 10 with the cyber
police station from Februa-
ry 27 to March 3.

Mumbai cyber police ha-
ve issued alerts to Mumbai-
kars not to fall prey to such

In16

messages that are rampant
inno time, which could take
over the earlier 130-plus
light bill fraud cases (run-
ning into over Rsl.3 crore)
that were registered in
Mumbai last vear between
June and December,
Scamsters siphoned
Hs57,600 from two accounts
belonging to Shweta
and her son after she
fiell prey to the fraud
message. Shweta fi-
led a complaint with
the bank and Khar po-
liceon Thursday.
Shweta received the mes-
sage at 4.37pm on Thursday
after she stepped out of a
Khar Dherma v

arned the hard way after lo-
singmoney, Luckily, the sum
that 1 lost did not run into
lakhs of rupees. The scams-
ter stole my banking details

after 1 clicked the link and
entered two OTPs, a Pan
card number, a net banking
ID, and a password. Soon,
two fraud fund transfers we-
re carried out. As [ clicked
the link, I received a call
from a person claiming to be
a bank telecaller and in-
structing me to enter the
OTE He tried to keep me en-
gaged in the call. But I smel-
led something wrong when [
received two transaction
alerts. | immediately discon-
nected the call.”

The eyvber police on Sa-
turday issued an advisory
that victims are duped after
they believed the message.

The victims include se-
nior eitizens, bank officials,
corporate employees and ac-
tors. DCP (Mumbai-cyber)
Balsing Rajput said there
was no customer data bre-
ach from the bank.

days, 81Mumbaikars lose zict

Collectively inbank KYC, PANscan
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SEXTORTION CASE

Gujarat 'sextortion’ case: Ahmedabad businessman
loses Rs 2.69 crore in nude video call trap; 11 people

booked

“The victim got a call from a man wh

d he was i

lakh claiming the video clip was in his possession,’ official said.

The victim got calls
from o fake CBI officil
wha demanded £ 0.5

toikh tos settie the case

= Gujarat businessman
approached the Cyber
Crima Branch police
station on Jan 10

* Victim lodged o
complaint against 11
porsons eleiming they
ead oxtorted ¥ 265

Macks Bursau | Ll Lpsiunedtduey 12, 20230946 PM ST | Souecer PTI
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f Delhi police, He extorted & 3
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Illegal desi call centres behind $10
billion loss to Americans in 2022

m The Times Of India

NEW DELHI: Romance-related frauds and ‘tech
support’ pop ups, originating largely from
illegal call centres and phishing gangs in India,
have caused losses of more than $3 billion (Rs
25,000 crore) to gullible elderly US citizens in
the last two years alone, according to FBI data.
The trend is persisting, with total money lost by
Americans in all internet/call centre-related

16-year-old Hyderabad girl loses ¥16
lakh while trying to sell her kidney
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Keep away from unauthorised® ©
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loan apps, SP cautions youth

Check RBI website for approved firms before applying for loan, says Deepika

contacts by gaining aocess (o
contact numbers while b

sa73 5P M. Deepila

the koan business Degally.

el scalies Bu Lz

mmrﬁwl}oﬂsm

added.

About the initiatre for re-
covery of lost and siolen me-
biles, . Deepika said peo
phe who lost their mobile
phones could register com-
plaiste through exclusive
Whatsapp number
detals of name, Asdhaar
mumber, abernative phone
mmbers and  addresses.
They could also provide
IMEI (Internatiosal Mobile
Equipment |dentity) mam-
boers b facilitane quick recov-
eny of plhones,

“Our cyber security wing
will track the hocation and
contact the persces who are

(T SR TR S

3903 cr China fraud busted

10 accused, including a Chinese national, held for investment fraud

PINTO DEEPAX | DC
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Fraudsters now target
power consumers

Dupe customers on pretext of clearing pending bills

ASIF YAR EHAN
Foyies e

From bank account details
to QR Codes, and now even
power bills, cunning frand-
sters are turning everything
they can imto fodder 1o
swindle people of their
money. Recent cases in the
city show that fraudsters are
contacting customers pos-
ing as employees of the
Electricity Board and dup-
ing them on the pretext of
clearing pending bills.

Meszage on mohile

A few cases of people losing
their money to fraudsters
hawve already been reported
in the city prompting the
Cybercrime Police o sound

cials, initkally the fraudster

ke 3 message through
W'h:[.»;A.Fp w the
the tar-

e il sy and] quaick firance
b kandling mary peopie in nets
el Lk by eecrugrakonss bemders

o ik Twice o0 o
e L T
dhrivinyg victiss evem i sicide
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I
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— 00
Fraudsters ask the
victim to download
Quick Support app
on their mobile and
withdraws money
from their bank
accounts

— CYBERCRIME POLICE

a8 employees of the Elec-
tricity board and say that the
customer has not paid elec-
tricity bills and that power
sapply will be disconnected
later in the day or that night,
bringing in a sense of wr-
Rency.

“Fraudsters are psychologi-
cally targeting the victims
first. Usual ple do not
give second thought 1o the
caller nor bother to verify
their antecedents because
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they suddenly think about
the problems they might
face in case power supply is
disconnected They take the
calls seriously and obey the
directions from the fraud-
sters,” a Hyderabad Cyber-
erimes official said.

The conmen, then, send a
link to the victim, asking
him or her to download an

app.

“Usually the fraudster
asks the victim to download
the Quick Support app and
di J(E:Jmul.'tm:fltg% or
Rs 50. They then inform the
victim that they will call
back later. As the unsus-
pecting victim waits, the
fraudster withdraws money
from the bank accounts as
they would manage to gain
acoess bo the bank account
login eredentials of the vie-
tim,” the official sakd,

A man from the city re-
cently lost Rs 85 lakh o

sters in this fashion
while anather wictim bost Rs
L5 lakh in the same manner.
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