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48 WAR ON CYBER CRIMES &

P. Madhava Reddy- Cyber Warrior - 99662 72121

“Awareness is only solution for
Prevention of Cyber Crimes”




To whom so it may concern ...!

e You can save Family / Friends / Students if you realize on Cybercrimes as early
as possible only by guiding them properly through experts

« Almost Everybody is using Mobile, and many of them are using social media..!
With a lack of proper guidance/awareness, many of the citizens are losing
time/money/dignity, and sometimes lives too.

* As per the Mint newspaper survey, 60% of Indians are trapped by cyber
crooks in the last year.

e As per records citizens lost 50,000 crores “ONLY” in Hyderabad, off the
records it could be more than 10 times. In addition to that physical/mental
agony and loosing lives also

4 Main Reasons for Rampant raise of Cyber Crimes
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Below are few Cyber Crimes clips collected for
your reference from the newspapers.

Check the newspaper daily for more information
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Over 59% of Indian adults fell victim to cyber
crime over past 12 months: report
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The Costliest Types
of Cyber Crime

Internet crimes connected to the greatest financial
losses in 2021 (in million U.S. dollars)
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Actress among 40 victims

Cyber Crimes

Newspaper clippings

of bank a/c fraud in 3 days

V.Narayaniitimesgroup.com

Mumbai: In the last 72 hours
(March 1to3), at least 40 cus-
tomers of a single private
bank were duped of money
which may run into few
lakhs after they clicked on a
fraudulent link. One out of
the 50 victims was actress
Malavika aka Shweta
Menon (43) from Khar
(W). The message re-
ad, ‘Dear customer
vour Bank ACCOUNT
has Been Blocked To-
day Please Update yo-
ur PAN CARD, https://
rb.gv/x5tvws. Taking serio-
usnote, 40 FIRs were registe-
red across city police sta-
tions and 10 with the cyber
police station from Februa-
ry 27 to March 3.

Mumbai cyber police ha-
ve issued alerts to Mumbai-
kars not to fall prey to such

messages t are rampant
inno time, which could take
over the earlier 130-plus
light bill fraud cases (run-
ning into over Rsl.3 crore)
that were registered in
Mumbai last vear between
June and December.
Scamsters siphoned
Hs57,600 from two accounts
belonging to Shweta
and her son after she
fiell prey to the fraud
message. Shweta fi-
led a complaint with
the bank and Khar po-
liceon Thursday.
Shweta received the mes-
sage at 4.37pm on Thursday
after she stepped out of a
Khar Dherma ‘Thers
Centre. Shweta told TOI:™
arned the hard way after lo-
singmoney, Luckily, the sum
that 1 lost did not run into
lakhs of rupees. The scams-
ter stole my banking details

after 1 clicked the link and
entered two OTPs, a Pan
card number, a net banking
ID, and a password. Soon,
two fraud fund transfers we-
re carried out. A i
the link, I rec
from a person
a bank telecaller and in-
structing me to enter the
OTE. He tried to keep me en-
gaged in the call. But I smel.
led something wrong when [
received two action
alerts. | immediately discon-
nected the call.”

The eyvber police on Sa-
turday d an advisory
that victims are duped after
they bel the message.

The victims include se-
nior eitizens, bank officials,
corporate employees and ac-
tors, DCP (Mumbai-cyber)
Balsing Rajput said there
was no customer data bre-
ach from the bank.
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Guljdr-qt ‘sextortion’ case: Ahmedabad businessman
loses Rs 2.69 crore in nude video call trap; 11 people

booked

“The victim got a call from a man whe claimed he was inspector Guddu Sharma of Delhi police. He extorted 3

O votos | [ eeotos

CHCKET DIRTARAUENT SPONTS UIISTYL SUSTESE WORLD WOSUITY VRALWEWS TECHNOLOGY

lakh claiming the video clip was in his possession,’ official said.

Lst Updatedt Jan 12, 2005 9945 PM 15T

The gete
from a fake CBI oifickol
whe dernanded £ 8.5

haih to settie the case

Gujarat businessman
approached the Cyber
Crime Branch palice
station en Jan 10

Victim lodged o
complaint against 11
porsons cloiming thay
had axtorted ¥ 269

Illegal desi call centres behind $10
billion loss to Americans in 2022

The Times Of India
Ton

£

NEW DELHI: Romance-related frauds and ‘tech
support’ pop ups, originating largely from
illegal call centres and phishing gangs in India,
have caused losses of more than $3 billion (Rs
25,000 crore) to gullible elderly US citizens in
the last two years alone, according to FBI data.
The trend is persisting, with total money lost by
Americans in all internet/call centre-related

16-year-old Hyderabad girl loses ¥16
lakh while trying to sell her kidney
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Superintendent of Police M.
Deepika urged students nol
inv download dublous loan
them in fmancial troubles
and other probilems even if
they made repayments
prompely. She advised pa-
rents fo gulde yoangsters
not 1o e sach loan apps
since the fradsers were
making phene s 1o
[riends, relitives and other
contacts by gaining aocess (o
contact numbers while k-
ing loass.

The Police department
was Tecehing many com-
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Hinytw students ae faling prey to inancial rauds,

Cyber Crimes
Newspaper clippings

Keep away from unauthorised® ©
loan apps, SP cautions youth

Check RBI website for approved firms before applying for loan, says Deepika

added

About the initiatre for re-
covery ol lost and siolen mo-
biles, Ms. Dooepika said peo-
ple who logt their mobile
phones could register com-
plaiste through exclusive
Whatsapp number
details of name, Aadhaar
mumber, abernative phone
mmbers and  addresses.
They could also provide
IMEI (International Mobile
Equipment |dentity) mam-
boers b facilitane quick recov-
eny of plhones,

“Our cyber security wing
will track the bocation and

Ih- loan business egally. mmmwwﬁswm contact the persces who are
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3903 cr China fraud busted

10 accused, including a Chinese national, held for investment fraud
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Fraudsters now target
power consumers

Dupe customers on pretext of clearing pending bills

ASIF YAR EHAN
P

From bank account details
to QR Codes, and now even
power bills, cunning frand-
sters are turning everything
they can imto fodder 1o
swindle people of their
money. Recent cases in the
city show that fraudsters are
contacting customers pos-
ing as employees of the
Electricity Board and dup-
ing them on the pretext of
clearing pending bills.

Meszage on mohile

A few cases of people losing
their money to fraudsters
hawve already been reported
in the city prompting the

Cybercrime Police o sound
an alert, Accordin
cials, initkally the

to offi-
randster
ke 3 message through
o Wha[.»;AFp w0 the
e phone of the tar-

perso
5y saponds,
mselves

s o cary and quaick firance
b kandling masry peopie in nets
el Ll by escruguabons kemders
ko o) thiek Twece b P
ST 0 Ty thicl posandd of
st drivirgg victies oves iosackie

— 00
Fraudsters ask the
victim to download
Quick Support app
on their mobile and
withdraws money
from their bank
accounts

— CYBERCRIME POLICE

as employees of the Elec-
tricity board and say that the
customer has not paid elec-
tricity bills and that power
sapply will be disconnected
later in the day or that night,
bringing in a sense of wr-
Rency.

Psychological trick

“Fraudsters are psychologi-
cally targeting the victims
first. Usualk Eroplr do not
give second thought to the
caller nor bother to verify
their antecedents because
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they suddenly think about
the problems they might
face in case power supply is
disconnected They take the
calls seriously and obey the
directions from the fraud-
sters,” a Hyderabad Cyber-
crimes official said.

The conmen, then, send a
link to the victim, asking
him or her to download an

app.

“Usually the fraudster
asks the victim to download
the Quick Support app and
o a transaction of Rs 30 or
Rs 50. They then inform the
victim that they will call
back later. As the unsus-
pecting victim waits, the
fraudster withdraws money
from the bank accounts as
they would manage to gain
acoess bo the bank account
login credentials of the vic-
tim,” the official sakd,

A man from the city re-
cently lost Rs 85 lakh o

sters in this fashion
while anather wictim bost Rs
L5 lakh in the same manner.
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20—yrﬂ‘old woman who lost Z2L
to cyber crooks Kkills self in AP

@hmesgruup com

Vijavawada: A 20-vear-old
woman who fell prey to cvber
frauds twice committed sui-
cide after being reprimanded
by her parentsin Nellore. The
woman lost 1.9 lakh in two
different instances within a
month. She attempted suici-
de by consuming pesticides
on June 15, and died on Tues-
day night while undergoing
treatment at a private hospi-
tal in Nellore.
According to police, Polu
Kavitha from Thurakapalli

FAMILY SAVINGS
LOST TO FRAUDS

Polu
Kavitha's
parents
are daily

wage ":'ﬁ__
labourers g !

%

=« Dad alcoholic, mom
deposited saving in her a/c

= Kavitha was
searching for jobs after
pharmacy course

@ Ran into Dwallettask.
com, unauthorized
investing platform

& Lured by fraudsters
"l who assured doubling of
investment

@ Also searched for job on
fake portal, lost 76k as fee

police said. She was lured by
the cyber fraudsters who as-
sured that she would get do-

through toll-free numbers.
Her parentsreprimanded the
woman for losing money.

: village district ubletheinvestmentinashort Later, when the woman
i ﬂﬂmplateiél Br;ig:wmﬁacy from time. again searched for jobs onli-
Afterrealizingshewasde- ne, shecame ACross an adver-

a private college in Nellore
town this year. She was sear-

=
Pune: DRDO Lab Director Pradeep Kurulkar Sent

To Yerwada Jail

ceived, she 1nformed h pa:

crRossworD & Q)

= NDTV

India Elections

¢ LiveTV

Top News

Aftab Poonawala allegedly killed his girlfriend
Shraddha Walkar and cut up the body

TR

New Delhi: Bumble, the dating app used by
Aftab Poonawala, who allegedly killed his
girlfriend and cut her up into pieces, has said it

is "devastated to hear about this unspeakable
crime" and it will "remain available” for the
police whenever needed.

tisement ar_L paid 6,000 as

What is the Chinese investment scam in
which 15,000 Indians lost over 3700 crore?
At least 15,000 Indians lost as much as 712
crore to a Chinese investment-cum-job scam,
Hyderabad Police said. Victims were told to
invest money and perform simple tasks online,
such as liking YouTube videos or writing
Google reviews. They were later unable to
withdraw their money from online wallets and
were told to perform more tasks to access the
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Cyber Crimes

Newspaper clippings
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TOP 10 STATES WITH
MOST COMPLAINTS

Statewise break-up of the 700,000 complaints
in April 2023 on 1930, the helpline run by the
National Cyber Crime Reporting Portal
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Check below YouTube links to know more about crimes
1) https://youtu.be/2vdduaf63VA 2) https://youtu.be/X_SsiNZBPOQ
Students / Citizens are getting mentally disturbed due to blackmailing/morphing / in contact with an

unknown person online, with this they are losing time/money/studies, and sometimes lives also.

« Educational Institutes must realize that, and consider it as a threat. As they are losing students, and
interns, if their students suffer physically / mentally / emotionally as it directly affects their studies.

» Like Vaccination for Corona, in a similar way providing General awareness of Cyber crimes can mitigate the
problem of Cyber threats (non-technical).

« Cyber victims hardly reveal and Future victims don’t know how they could bhe trapped

» More than 85 kinds of frauds (non-technical traps) are there.

« [Earlier Criminals were in Railway stations / Bus stands/ Market places, now they are on Internet (Mobiles).

+ We were taught and we are guiding our kids on the dangers of knives/electricity / lizards but missing in
creating awareness on cyber crimes at home / educational institutions!!

 Here is the person’s name Mr. Pothi Reddy Madhava Reddy, was graduated from NIT Warangal, creating
“Awareness on Cyber Crimes “since 2014 relentlessly to all communities like students, professionals (IT &
Non-IT), caste orgs, religion orgs, police(Civil, AR& CISF) personal with Power Point presentation (PPT).
 Conducted more than 200 sessions to all age groups / professionals incl Telangana police ( SPs / ASPs /
DSPs ) & DRDL / CISF / organisations like Hetero / Imapct / Yashoda hospital / ICICI bank / International
school / colleges like IIT chennai SKU Anantapur/ JNTU Anantapur / even caste organisations like AVOP (
vysyas) Tadipatri and Muslims in Hyd old city
 For “Awareness sessions on Cyber crimes” in your Educational Intuitions / Organizations / Gated
communities / Unions, you can reach on 99662 72121

For Ready reference, you can click and watch below YouTube links

1) TS CAB Bank managers session in October 23

https://youtu.be/sB3meY0Obh0SO

2) Awareness session for Police officers ( SPs / ASPs / DSPs ) of Telangana

https://youtu.be/htosfpbZw3g

3) 3000 Police officers across Telangaana on “Awareness session on Cyber Frauds” through Hybrid (Off /

Online) model on 28th Nov 2021 from Telangaana state police academy (TSPA) ..!

https://vyoutu.be/3xb9yVMU2¢0

4)21st Century IAS Academy for civils services aspirants

https://youtu.be/IX5VkelYvad

5) Interview to English YouTube channel

https://youtu.be/7WboMnKchSM

6)Presnetion in English thorugh ZOOM sessions on Cyner crimes ( many did )

https://youtu.be/7ulEBa220C0O

7)IDream interview on Cyber Crimes

https://youtu.be/TWUxIHtjUeA

8)In July 2021 @ Green field college , Ibrahimpatnam more than 300 attended

https://youtu.be/rcTJrisctVM

9)2019 IMPACT @ Harihara Kalabhavan Secbad more than 2000 attended

https://youtu.be/OWrzhE9nglk

10)2014 IMPACT @ Harihara Kalabhavan Secbad more than 1500 attended

https://youtu.be/bmLLLBIIN-M
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“WAR ON CYBER CRIMES”
@ GOLDEN RULES to Avoid Cyber Crimes...!

AWARENESS IS THE ONLY SOLUTION TO PREVENT CYBER CRIMES
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Arrange Cyber Crime Awareness sessions in your Orgamzatlons, Schools &
Colleges. So that you can save time, money & Lives of your near and dear.

Cyber Warrior P. Madhava Reddy - 9966 272121

Cyber Warrior Mr. P. Madhava Reddy has been conducting Cyber Crimes awareness sessions to all walks of
public incl Police, CISF Jawans, Hetero staff, Impact, Yashoda foundation, International School, JNTU,
SKU Anantapur etc. for 9 years ( i.e since 2014), conducted more than 200 sessions as of now ..!

Note: To protect yourself from cyber crimes say “Hi Cyber Warrior” by what's app and telegram messgae to 99662 72121

On cyber crimes please complaint on 1930 & www.cybercrime.gov.in

Sumathi Designs - 96523 20538

Greediness & Innocence are reasons for Cyber frauds - Madhav




Few important Testimonies/ Appreciation Certificates for ready reference..!!

|

wank of Dy. Superintendents and aliove on 10-03-2023 from 3.00 3.
at RBUVRR Gelangana State Pelice Academy, Hyderabad.

AQ-
i Q e = = __ 2 —— ==l g
il  CERTIFICATE %
This is to certify that Mr. Potht reddy Madhava Reddy, SDE, BSNL

has conducted the Session on

..........................................................................

for 60 Officers in Offline Mode and 600 Officers on online Mode on 28.11.2021 from 11.00 AM to 1.00 PM

0 dp

Director
152

at RBVRR Telangana State Police Academy, Hyderabad.




Few important Testimonies/ Appreciation Certificates for ready reference..!!

HYDERABAD - 500058

HUMAN RESOURCE DIVISION, DHRTM, DRDL, HYDERABAD

Cordially invites you for
COLLOQUIUM - 2023

CHIEF GUEST
Mr. P Madhava Reddy,

Topic: “War on Cyber Crimes”

24" November, 2023 (Friday) @1100Hrs

( MISSILE SYSTEM REVIEW HALL (SEMINAR HALL)
. DRDL,HYDERBAD
C.’ e A
L¥]

INDIAN INSTITUTE OF TECHNOLOGY MADRAS
RESEARCH AFFAIRS SECRETARY COUNCIL (2023-24)
PROBLEM SOLVING CELL-RESEARCH
(PSC-R)

Awareness Session on Cyber Security

Presented to

MR. MADHAVA REDDY P

CYBER WARRIOR ; FOUNDER, ZERO BUDGET POLITICS
In appreciation of his impactful role as a Distinguished Speaker in the “"Awareness
Session on Cyber Security" for Research Scholars held on 20th November 2023 at |IT-

Madras.

Kudos for adding zest to our Cybersecurity Awareness Session! Your insightful wisdom
and engaging style made navigating the digital landscape way more interesting for our
research scholars. Your commitment to spreading awareness is truly contagious. Thanks

for your time, anc

POSHADRI CHATHRI
Research Affairs Secretary (RAS), lITM




Few important Testimonies/ Appreciation Certificates for ready reference..!!

...,.. Krishna Pradeep’'s @ —

=) 21 Century LAS ,
Producing Next Generation Leaders for Good Gum

IAS

To

Sri. Madhav Reddy Garu,

Dear Sir,

It has been such an honour for giving your valuable time
and gracing the UPSKILL Programme - A 5 day FREE SKILL Enhancement
Sessions curated by the Chief Advisor Sri. B.P.Acharya IAS (Rtd).

On behalf of 21 Century IAS Academy, I would like to Thank
all of you present here for making the time to be with us and helping
the Young Aspirants with your Insightful and Valuable Suggestions
and making this UPSKILL a Grand Success.

Thank You Sir,

P

P. Krisha Pradeep

Chairman 21st Century IAS Academy
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VISHAL BANGARH BHEL(R) HYDERABAD -500 032
ASSISTANT COMMANDANT 040- 23021906, 23182297 (0)
E-42099/CISF/BHEL®/DO/PA/2018- Dated: 25" May 2018

e Stei Masdhay fetely

Central Indwstrial Secwrity Force, Unit BHEL (R), Hyderabad would
lke to- place a recovd: ity appreciation to- Sheic Madhav Reddy of Zero
Budgeting politicy for accepting owr inwilatiow to- be: @ resowrce persov
and for delivering valuable & informative lectuwresy on “Social Media-
awareness” dwring Unit level programme held at CISF Unit BHEL (R),
Hyderalbad on 05 August 2017.

All The participanty appreciated. and- got benefited. from your viewy
o the subject:

Looking forward-for your cooperation for the conducting such type of

Training in fuliue asy welk
{L/\' B”
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Letter of Appreciation
»
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Madhava Reddy, for his inspiring and informative talk an ‘Optimum
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Few important Testimonies/ Appreciation Certificates for ready reference..!!

SRI KRISHNADEVARAYA UNIVERSITY
ANANTHAPURAMU — 515 003, ANDHRA PRADESH, INDIA.

Tel (0): 08554 - 255700

Fax: +91- 08554- 255805

Cell: +91- 9441244439

e-mail: registrar@skuniversity.ac.in

Prof. A. Krishna Kumari
M.Sc., M.Phil., Ph.D.,
REGISTRAR

Certificate of Appreciation

| am happy to state that Mr. Pothi Reddy Madhava Reddy has
“Cyber Frauds and Safe Usage of Social

conducted an Awareness Session on
2022

Media” to our Sri Krishnadevaraya University staff & students on 11-Feb-
from 4.00 PM to 6.00 PM at Bhuvana Vijayamu Auditorium — Sri

Krishnadevaraya University, Ananthapuramu —515001.

The session was very informative and provided lot of knowledge &
awareness to our Staff & Students. The real life examples mentioned in the
program clearly highlighted the critical need to have awareness on cyber
crimes and social media safe usage for career and as well business. We are
sure that this kind of program will be invaluable to anyone who attends it and

plays a drastic role in reducing cyber crimes in future.

Mr. P. Madhava Reddy is a proven expert in handling cases of cyber
crime in preventive manner by creating awareness and guiding those who are
caught in this web world. | recommend every organization/ institute to arrange
such session and provide awareness on cyber crimes to their employees /

stake holders in all walks of life.

On behalf of Sri Krishnadevaraya University, | convey my thanks to
Mr. P Madhava Reddy and wish good luck in all the future endeavors.

) CL—

REGISTRAR
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Telangana State Co-operative Apex Bank Ltd.,
Co-operative Training Institute

SN (An ISO 9001-2015 Certified Institute)
Rajendranagar, Hyderabad, Ph. No. 040 - 24016312, 24015924, Fax: 24016312,

Date : 18.11.2023
To

Sri P Madhava Reddy,
C-2, BSNL Quarters,
Road No.66, Jubilee Hills,
HYDERABAD - 33.

Dear Sir,

We would like to thank you, Sri Madhava Reddy, Trainer, for taking two sessions on
“Types of Cyber Attacks - Counter Measures” on 18.11.2023, as Guest Faculty, to
the employees of the Apex Bank and District Cooperative Central Banks, as part of our
3-day Program on Cyber Crimes and Prevention of Frauds, at our Training Institute,
viz.,, TSCAB CTI, Rajendranagar, Hyderabad, held during the period 16.11.2023 to
18.11.2023.

We inform that we have received an excellent feedback from the trainees of the said

program and herewith record our appreciation for your contribution in this regard.

Thanking you,

website: tscab.org/ctl/ email: cti@tscab.org :
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Al ol Office of the
= /& Vice-Principal CTC Cyberabad.
" Dated: 01-09-2021

WHOM SO IT MAY EVER CONCERNED:

Our Sincere thanks and gratitude to Mr. Pothireddy Madhava Reddy Garu
who has been conducted a one hour training session on Secial Media Crimes
and awareness to our police trainees on 01-09-2021 from 1200 hours to 1300
hours at CTC Cyberabad.

[ am hoping you all will take up this training program and extend your
co-operation with the police in terms of combating these crimes and bringing

awareness in general public.

In recognition of Mr. Pothireddy Madhava Reddy Garu for his
outstanding contribution for our tramees Once agaln I personally thank and

wish him all the success in his efforts to curb t’Ins menace.

Vice-Principal, Commissior
Training Centre

Cyberabad Conppiiﬁﬁi.%frate,.
@v@. Cyberabad.

To,

Sri Pothireddy Madhava Reddy Garu
Mobile N0.9490244255
Hyderabad.
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For War on Cyber Crime Sessions
P. Madhava Reddy- Cyber Warrior - 99662 72121




